
  

 

Abstract—Due to the rapid development in digital 

communication through the international networks, data 

security has become an important problem in this field. 

Through different ways of hiding data in communications; 

steganography is used to hide the existence of the secret 

message. Steganography is a branch of hidden information’s 

science, which tries to achieve an ideal security level in military 

and commercial usages, so that sending the invisible 

information will not be exposed or distinguished by the others. 

Steganography is implemented in different frequency and 

spatial domains. JSteg algorithm is one the first methods used 

for hiding data in frequency domain. In this algorithm; all of 

DCT coefficients are manipulated sequentially to hide secret 

data in the least significant bits of pixel values. In this way some 

characteristics of the cover image such as PSNR and histogram 

diagrams will be changed. These changes can be used later to 

diagnose the existence of the secret data behind the image and 

steganography will be failed. In this paper a new method for 

embedding data in the DCT coefficients is proposed. DCT 

values in this way will not be changed directly and for hiding 

reason the middle frequencies are replaced with each other. 

This algorithm has greater PSNR values and coefficient 

histogram of the steganograme is more similar to the original 

one. So this algorithm has higher robustness against the 

statistics attacks. 

 

Index Terms—Coefficient histogram, Discrete Cosine 

Transform, DCT, PSNR, Steganography. 

 

I. INTRODUCTION 

Steganography is a method for hiding secret data in 

another media which is called cover. The selection of cover 

and techniques for hiding data is for caching less attention 

and visual distortion. The outlet of steganography system is 

called Steganograme which has the similar characteristics to 

the cover, and also it contains our hidden information. 

Steganography is not a new subject which is considered 

nowadays, its history can be traced in 440 BC. In the first 

usage of this knowledge the secret messages were written on 

the shaved head of Greek soldiers, when their hair grew up, 

the messages were concealed from the others. By 

development of digital communication and multimedia 

technology, steganography is being entered to a new season. 

These days images, audio and video files can be used as a 

cover media. In this paper, a digital image is used for this 

reason. By changing the way of data embedding in JSteg 

algorithm a new method can be achieved, which has higher 

signal to noise ratio and also its coefficient histogram is more 

similar to the cover image histogram.  

Most of the steganography techniques; which hide the data 
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directly in the pixels of the image, use the Least Significant 

Bit (LSB) embedding method. By using random factors and 

secret keys the security of steganography can be increased, 

but by considering the statistical characteristics of these 

images, most of these techniques will be fractured. However 

the least significant bits of the pixels looks random, 

practically they don’t have random properties and represent 

some characteristics of the image .Evaluation on the 

properties of the image before and after steganography 

process, can indicate the changes in these least significant 

bits. As a result the application of steganography technique in 

spatial domain is not safe enough against the recent 

developing attacks. In the next section a brief introduction to 

the steganography in frequency domain is presented. Next the 

JSteg algorithm will be introduced as one of the first methods 

in this field. Steps of data embedding in the replacement 

algorithm are similar to this method and study of JSteg 

algorithm can help us to improve the results of the 

replacement method. After implementation of these methods, 

the outlet results will be compared. This comparison includes 

the Perceptibility of steganograme in the percent of PSNR, 

the capacity of hidden information and robustness against the 

statistical attacks on the image histogram. 

 

II. REVIEW OF STEGANOGRAPHY 

The term steganography illustrates the art and science of 

hidden communication. By using steganography there is a 

chance to send messages so that nobody can detect the 

existence of the message. The message is embedded by 

weakening some characteristics of another media, which is 

called cover. Final output has equal properties to cover 

media, and also it includes our secret information. This new 

object is transmitted. If somebody is able to interpret this 

transmitted package, the secret message can be distinguished. 

While this transmitted package is really similar to cover 

media, detection of any embedded information is very 

difficult. For implementation of the steganography system, 

two algorithms are needed to be designed: one for hiding data 

and the other to extract this successfully. The main subject in 

embedding algorithm is to hide the secret message within the 

cover media without attracting any attention. The extraction 

algorithm has a simpler process and can be achieved by 

inversing the steps of embedding algorithm. All of the 

steganography steps can be shown graphically in Fig.”(1)”. 

The secret message usually is a text file or another image 

file which contains the secret information. This file is sent to 

the encoder unit in the first step. The encoder must be 

designed and implemented with high precision, to hide the 

secret message with a few distortion and changes in the cover 

image. Encoder unit usually needs a key to increase the 

security level of hiding method; this key is used in the 
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extraction phase too. Without using this key, the message will 

be available without any impediment, if someone guesses the 

embedding or extraction algorithm.  

Output of the encoder unit is called steganograme which 

should be close enough, to cover media. Then this image and 

the key, which is used in embedding phase, are transmitted 

via a communication channel. In the next step this package 

are applied to decoder unit. Output of the decoder unit is 

delivered in the receiver side. The output of extraction unit is 

just an estimate of secret message, because during 

transmition through the communication channel, the 

steganograme is exposed to different types of noises, which 

can change the values of some bits. 

The application of steganographic technique can be 

broadly classified as operating in two different domains, such 

as spatial domain and frequency domain. In spatial domain, 

the embedding and hiding process are mostly carried out by 

bitwise manipulation. For example, manipulating the LSB in 

one of the color components in an image. While, the 

frequency domain includes those which involve manipulation 

of transformed image such as Discrete Cosine 

Transformation (DCT) and wavelet transformation. Such 

manipulation includes changing the value of the quantized 

DCT coefficients. 

 
Fig. 1. Steganography steps in a graphical view 

 

III. JSTEG ALGORITHM 

Basically the JSteg algorithm is the precise copy of the 

LSB embedding method in the spatial domain. This method 

also uses the least significant bits for hiding data. In this 

algorithm, data bits are hidden in the least significant bits of 

the DCT coefficients instead of the real values of the 

pixels.DCT is a special kind of Fourier transformation. The 

Fourier transform is more common and contains realistic and 

imaginary parts. DCT can be called the real part of Fourier 

transform. Discrete cosine transform is given as refer to 

“(1)”. 
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1
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In this equation x , y , u , v ϵ {0 , 1 , … , 7} , f (x,y) is the 

particular pixel color space component , C (u) = 1/√2  if u 
=0 and  otherwise C (u) = 1. 

 This transformation builds an 8*8 blocks, included 64 

DCT coefficients from each 8*8 block of image. Before 

starting the steganography process, the image is transformed 

to DCT domain as a separated 8*8 blocks. The next step is to 

quantize the transformed DCT coefficients. This can be done 

by using element wise division and rounding the result as 

refer to “(2)”. 

 

𝐹′ 𝑢, 𝑣 =  Round 
𝐹(𝑢, 𝑣)

𝑄(𝑢, 𝑣)
                       (2) 

Q (u, v) are the indices of quantization matrix. Two types 

of coefficient could be seen in every 8*8 block: DC and AC. 

The value at the top left of each 8*8 block is known as the DC 

coefficient. It contains the mean value of all the other 

coefficients in the block, referred to as the AC coefficients. 

The DC coefficients are highly important in each block as 

they give a good estimate of details in the block. Changing 

the value of the DC coefficient will also change many of the 

values of the AC coefficients, and this will create a visual 

discrepancy when the image is converted back to the spatial 

domain and viewed normally. For this reason, JSteg 

algorithm does not embed message data in any of the DC 

coefficients for every block. In computer science, the term 

least significant bit refers to the smallest (right-most) bit of a 

binary sequence. The structure of binary is such that each 

integer may only be either 0 or 1. Now let us consider the 

following 8-bit binary sequence: 

1 0 1 1 0 0 1 1 

Summing the entire values yield a result of 179. The 

right-most value (denoted in bold text) is the LSB of this 

sequence. Changing the LSB value from 0 to 1 does not have 

a huge impact on the final value; it will only change to +1. If 

each 8-bit binary sequence is considered as a DCT coefficient 

of a block, changing the LSB value from 0 to 1 will only 

change the DCT value to +1. This change is not very 

noticeable when this value is transformed to the spatial 

domain.  

 

No key is used for this algorithm. So long as the decoder 

knows that the embedding took place in the DCT domain, it 

will be capable of extracting the message successfully. In the 

final step, the new DCT coefficients, which the last bit of 

them represents one bit of data are transformed reverse to the 

spatial domain . The out coming image in this step is the 

Steganograme which is sent to receiver.  

 

IV. DCT   REPLACMENT ALGORITHM 

The process of embedding data in this proposed algorithm 

is the same as JSteg algorithm in the first steps. The only 

(2) 

International Journal of Computer and Electrical Engineering, Vol. 4, No. 4, August 2012

459



  

difference is in manipulation of coefficients. First step is to 

divide the cover image in to the 8*8 bocks, and then each 

block is transformed to the discrete cosine transformation 

domain. Similar to the JSteg algorithm, DCT coefficients are 

sorted in the frequency order by zigzag ordering method.  So 

they stand in the frequency positions 0 to 63, the zero 

frequency is called DC and the rests are called AC 

coefficients. Unlike the JSteg algorithm which is applied on 

the all AC coefficients, in this method the embedding is done 

only on the middle frequencies. Therefore the perceptibility 

of image can be increased after changing the DCT values. 

Generally no bordering is defined between the middle and 

high frequencies. Here according to the experimental result 

of the algorithm, the last 15 coefficients as shown in the Fig. 

(2) are called high frequencies and the other coefficients 

except the DC are named middle frequencies. 

By starting from the last coefficient in the middle 

frequencies area, the LSB of each coefficient is replaced with 

data bits. In this algorithm, parameter b is defined as the 

number of bits which can be changed in each coefficient .If 

the bits of data are shown with MB (Message Bit) and the 

least significant bits of coefficients with LSB, by selecting 

b=1, this will yield three possibilities on the changes as 

shown below :  

LSB = 1 & MB = 0 ----------------------------- Possibility (1) 

LSB = 0 & MB = 1 ----------------------------- Possibility (2) 

LSB = 0 and MB = 0 or LSB = 1 & MB = 1-- Possibility  

(3) 
Fig. 2. DC, middle and high frequencies 

 

In Possibility (3), both of the LSB and MB are 0 or both of 

them are 1, therefore they are equal and there is no need to 

change the LSB. In the first and second possibilities, the MB 

and LSB are different, in the first one, LSB bit needs to be 

decreased and in the second it must be increased. In this 

algorithm, in the first and second possibilities, before 

changing LSB bits, this change is stored in intermediate 

variable; this variable is then used to search for another 

coefficient in the block, which has the equivalent value. For 

example in Fig. (3), there is an AC coefficient with the even 

value “8”, which is considered to embed “1” in it, as a result 

its value will be increased to “9”. While in the same block, if 

there is another AC coefficient with value “9”, these two 

coefficients can be replaced with each other simply. If any 

exact equal value can not be found after searching the whole 

block, the closest coefficient is used for replacement. The 

closest value here is defined a coefficient, which only is 

different in b LSB bits. If b is selected “1”, the closest value 

should be the same type (even or odd) as the altered 

coefficient value. So if “9” is not found in the block, any of 

the “1”, “3”, “5” or ”7” can be used instead.   

Replacing LSB bits of image with the data bits decrease 

the similarity between steganograme and the cover image.  

This kind of changing in the first look can be considered as 

adding some noises to the cover image. So the perceptibility 

of this change is calculated with the Peak Signal-to-Noise 

Ratio (PSNR), which is used in the noisy communication 

channels to evaluate the ratio between the signal and the 

noise. The phrase PSNR is an engineering term for the ratio 

between the maximum possible power of a signal and the 

power of corrupting noise that affects the fidelity of its 

representation. It is most easily defined via the mean squared 

error (MSE) which for two X by Y monochrome images “I” 

and “K” is defined as refer to ”(3)”. 

 

𝑀𝑆𝐸 =  
1

𝑋𝑌
   𝐼 𝑖, 𝑗 − 𝐾(𝑖, 𝑗) 2                (3)

𝑌−1

𝑗=0

𝑋−1

𝑖=0

 

And the PSNR is defined as refer to “(4)”. 

 

𝑃𝑆𝑁𝑅 = 10 𝑙𝑜𝑔10  
𝑀𝐴𝑋𝐼

2

𝑀𝑆𝐸
  

  

= 20 𝑙𝑜𝑔10  
𝑀𝐴𝑋𝐼

√𝑀𝑆𝐸
                      (4)  

 

Here, MAXI is the maximum possible pixel value of the 

image. When the pixels are represented using 8 bits per 

sample, this is 255. Usually the images with PSNR value less 

than 40, will be extremely ruined and can not be compared 

with the original image. 

 Finally, if the embedding process using of replacement 

method failed and neither nor closest coefficient were not 

found , then replacement process can be ignored and similar 

to JSteg, data bit is embedded in the LSB bit directly. The less 

these direct embeddings are, the total number of coefficients 

and their histograms will be closer to the cover image. In the 

last step of algorithm, DCT blocks returned to the original 

form by inversing zigzag method and transformed again to 

the spatial domain by inversing DCT transformation. In this 

algorithm the internal parameters n & b are used to change 

the number of embedded coefficients (n) and the number of 

bits in each coefficient (b). For decoding the message in the 

receiver side, these parameters will be used to extract the 

secret message successfully. These parameters work as a key. 

Without any information about this key nobody can access 

the message correctly. There for the security level in this 

algorithm is higher than the JSteg algorithm which does not 

use any keys for communication. 

 
Fig. 3. Graphical view of the replacement algorithm 

 

V. RESULTS OF ALGORITHMS 

A. Perceptibility 

Perceptibility means, the similarity between steganograme 

and the original cover image.  The  more  the outlet  of 

algorithm  is  similar  to  the  original  image, the more  
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perceptibility  of  algorithm  will  be achieved,  therefore the  

recognition  of  hidden data will be more difficult. PSNR ratio 

is used for comparison the perceptibility of two images. By 

changing the parameters n & b in replacement and JSteg 

algorithms, PSNR diagrams can be drawn as Fig. (4-a). In 

this Fig. b is constant, equal to 1 and n is increased from 5 to 

60.  As it can be seen in this Fig. the PSNR of Replacement 

algorithm for all selected n is greater than the JSteg 

algorithm. 

In smaller n, PSNR values of both algorithms are high and 

the PSNR for replacement algorithm is much higher than the 

JSteg. By increasing n, PSNR values are getting smaller and 

also getting close together. It means that for the smaller n, the 

similarity between the steganograme and the cover image is 

higher and by choosing the bigger values of n, perceptibility 

of output images will be decreased. The most difference 

between two algorithms happens in n about 25.  So the most 

proper area for operation is n=20 to n=30. 

B. Capacity 

 
Fig. 4. Results of JSteg & replacement algorithms (a) PSNR, (b) capacity 

 

 
Fig. 5. Coefficient histogram for (a) cover image (b) JSteg steganograme, 

(c) replacement algorithm 

 

 
Fig. 5. Coefficient histogram for (a) cover image (b) JSteg steganograme, 

(c) replacement algorithm 

 

By considering the method of embedding data in 

replacement algorithm, the amount of embedded data can be 

calculated as refer to “(5)”. 

𝐶𝑎𝑝𝑎𝑐𝑖𝑡𝑦 =  
𝑋 ∗ 𝑌

64
∗ 𝑏 ∗  𝑛 − 15                    (5) 

In this equation, X and Y are dimensions of the cover 

image.  By dividing the product of X, Y by 64, the number of 

8*8 blocks is achieved. During data embedding process, no 

data is embedded in the last 15 coefficients, so the term 

(n-15) is used here, and in each coefficient b bits of data will 

be embedded. It’s practical to compare the capacity of 

embedded data between JSteg and replacement algorithm. 

Let b is 1 and increase n from 5 to 60, so the capacity diagram 

can be drawn as it’s shown in Fig. (4-b).As it can be seen in 

this Fig., for the same n, JSteg capacity is always more than 

the replacement algorithm. So by using this algorithm for 

steganography, the amount of embedded data is less than the 

JSteg in equal condition.  

C.  Robustness 

The steganalysis attacks can be divided in three main 

groups; visual attacks, structural attacks and statistical 

attacks. Frequency domain algorithms are usually exposed to 

the statistical attacks.  The most important and common types 

of these, are histogram attacks. After  data  embedding 

progress in  the  cover  image, the  number  of  pixels with  the  

same  brightness  level  in  the  spatial histogram, and also 

number of DCT coefficients in  the  coefficient histogram  

will  be  changed. Because  of  the  symmetrical  property  of 

Fourier  transform,  the  images  which  are chosen  as  a  

cover  media  will  have  the symmetrical histogram. This  

means that  the  coefficient  have  equal abundance  around  a  

central  axis  in  the  form of positive and negative values. 

After applying the steganography algorithm on the  image,  

this  symmetrical property  in  coefficient  histogram  will  be 

eliminated,  and  this  can  be  an  indication of  hiding 

something  in  the  image.  The more  the outlet  histogram  of  

an  algorithm  is  close  to the  original  image,  the  algorithm  

have  more efficiency  and  more  robustness  against  the 

statistical attacks. In Fig. (5-a), the original histogram of a 

sample cover image is shown. 

As it can be seen in this Fig., the original histogram for 

cover image has a symmetrical structure. The results of JSteg 

and replacement algorithms are shown in Fig. (5-b) and (5-c). 

It can be seen that structure of Fig. (5-b) is different from the 

original one. However histogram (5-c) which is the result of 

replacement histogram is more similar to the cover image 

histogram. Because of this similarity, detection of secret data, 

in replacement method, is more difficult and robustness 

against the steganography attacks is higher than the JSteg 

algorithm. 

 

VI. CONCLUSION 

Applying the replacement algorithm on sample images 

shows that histogram for those images are much similar to the 

cover images. However the capacity in this method is less 

than the JSteg algorithm, the PSNR of output image in equal 

condition is better than JSteg algorithm. PSNR values of 

these two algorithms on some popular images are shown in 

Table I.  
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TABLE I: PSNR VALUES AND CAPACITY FOR SAMPLE IMAGES 

File Name 

JSTEG 

JSTEG 

Replacement 

Replacement c 
PSNR (%) 

 Capacity 

(KB) 
PSNR (%) 

Capacity 

(KB) 

Butterfly 51.2 240 56.8 164 

Lena 50.5 240 55.1 164 

Saturn 50.1 240 55.8 164 

Hestain 51.8 240 56.2 164 

Pears 51.1 240 55.8 164 

 

As it can be seen in this table, PSNR ratio for all of the 

images, in replacement algorithm is greater than the JSteg. 

The histograms of these images are shown in Fig. (6). All of 

these histograms are much similar to the original cover 

images. More development in this algorithm can be done by 

changing the parameters to get more teganography capacity, 

and PSNR ratio. By changing these parameters the best 

working area can be found to have the most similar 

coefficient histogram to the cover image. 
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