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Trusted Convergence Operator – A Conciliate Solution to
Accounting, Charging and Unified Billing in
4G Networks
Prakash S., KashyapDhruve and C. B. Akki
Presently the charging schemes for mobiles are quite
simple and are driven by the network operators to lure new
consumers and maintain their existing consumers.
Consumers are charged based on their usage and subscription.
The inter network operator services have not been integrated
except while on roaming. With the emergence of 4G
networks the entire paradigm would result in an integrated
billing architectures where consumers would be charged
based on their usage of services via a single bill. A sample 4G
network is as shown in Fig1.The services used could be from
a particular network operator or from others. These kinds of
architectures would result in consumer independence, better
services, better quality and better support systems. The rapid
developments in terms of the user equipment like mobiles,
smart devices, hand-held terminals etc. have contributed
greatly by accelerating the realization of 4G networks [28].
The development of advance technologies like LTE and
Wi-MAX will realize high speed switching with high quality
of service and greater functionality.
The (CFA) presented in this paper would address many
issues related to the billing, accounting and a single bill for
varied service usage from varied operators. The CFA would
also provide freedom to the users in selecting varied
operators for varied services, the transparent nature of the
CFA would also thrust development of better communication
technologies and add to the overall business growth. The
convergence of the CFA is governed by the Convergent
Framework Operator (CFO) which is established by the local
or global governing bodies like the IEFT, 3GPP. The CFA
considers all the network operators (NWO) with its service
providers and other operational partners as a single entity.

Abstract—4G networks or what it is rightly called today
future networks could be treated as a composition of
complicated heterogeneous networks. These heterogeneous
networks on converged platform provide access to varied
services over an IPv6 core. Charging, accounting and Billing
are a few such major issues with such networks. Currently the
users are confined to utilize the services provided only by their
home network providers. Convergence would provide freedom
to use compounded services from varied network operators.
This paper discusses a Convergent Framework Architecture
(CFA) which provides a unified bill to the user for all his
compounded usage across varied network operators. The CFA
introduces a trusted third party operator called the Convergent
Network Operator (CNO) for unified billing and convergence
monitoring. Sessions offering services are monitored to achieve
a transparent charging, accounting and unified billing
provisions. We have illustrated the functionality of the CFA
over an IPv6 core integrated infrastructure. Transparent
financial transactions and unified bill provisions have been
realized utilizing remoting concepts in the prototype. The Open
Business Model discussed would thrust development of future
technologies; provide better Quality of Service (QoS) not only at
competitive prices but also providing independence to the users
and the network operators.
Index Terms—4GNetworks, Convergent network operator,
Convergent framework architecture, Handoff management
unit, Ipv6 , Unified billing.

I. INTRODUCTION
Currently users are all Service Provider bound. They enjoy
services provided by their home network operator. Rapid
development in access platform technology and information
technology has given birth to 4G networks or beyond 3G
networks [31]. 4G networks need to eliminate for the user to
be location bound or service provider bound. The consumers
would have the freedom to select a service or services
provided by one or many providers and obtain a single bill
based on their usage. 4G networks would converge on an
IPv6 core [7]. Multiple Network Operators offering varied
services would have to rely on a common trustworthy
platform to manage, monitor and account for the usage of
consumer’s services [27]-[24].
These heterogeneous networks would pose huge billing
and accounting challenges.

The paper is organized as follows:
The section-1emphasized on the need for Convergent
Framework Architecture, Section-2 reflects the related
work carried out towards convergence, billing and
charging mechanisms for upcoming generation mobile
networks. The CFA and its operation are discussed in
detail in the section-3. The section-4 discusses the
mathematical approach to derive single bill concept. A
small prototype realization to analyze and understand
the functional requirements of the CFA is discussed in
Section 5. The conclusions of the work presented are
given at the end.
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II. RELATED WORK
Billing and charging systems from its emergence [11] have
used various architectures for realization. Acceptance and
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realization of new architectures is a question of harmonizing
the cost and benefits of deployments both to the users and the
network operators. The deployments need to comply with the
legal norms, with the customer needs and also need to reap
profits to the network operators. The new architectures are
generally demand driven. The growing demand gives birth to
new protocols, new designs and new technologies leading to
betterment of the current deployments. Another factor for
consideration is whether the current deployment of services
and features offered could be provided for a lesser cost, this
thereby encourages the acceptance of new service oriented
Architectures. Currently consumers of the current mobile
technology are bound to a single network operator. Inter
Network Agreements exist to support roaming [18]. A
network Operator would ideally consist of an Access
Provider, Transport Provider, Content Provider and service
Provider. Many service Level Agreements (SLA) exists
between them to comply with fair and transparent billing
procedures [24].
The 3G network deployments have business models that
are: Network Operator Centric Business Model, Content
Aggregator Centric Model [9], and Content Provider Centric
Business Model [2]-[9]. Many billing models exist with the
Network Operator for fair billing and charging, like
compensation architecture [5], an UNMTS based billing
architecture [9]-[10], and reusable ticket based architectures
[26]. These architectures are established as per the 3GPP
standard [1]. Many networking giants like CISCO, HP,
AT&T and other commercial solution providers have
efficient and scalable billing architectures which are
currently in use with network operators [13]-[21].
Convergent Service Platform [3]-[16]-[23] with open service
architectures [17] [4]-[27] could be considered as a solution
to these issues which could benefit both the network
operators and the users. Governing organizations such as
3GPP and other telecommunication standardizing bodies
such as IRTF, IETF, ITU, ETSI, WG5, AAA and AAARCH
need to be involved to realize a convergent platform. The
convergent platform would integrate over an IPv6 packet
switched core [28]-[4].

The Charging and Billing architectures of 3G network and
beyond (4G networks) pose many challenges. To address the
problem, a flat rate billing system is proposed for 3G and
beyond Networks when compared to the traffic based
charging currently used [29]. It is foreseen, that the
emergence and the need for a secure , reliable and trusted
third party entity is to facilitate the convergence of multi
operator networks over the IP core platform currently
existing. The use of a secured third party or an independent
entity for convergence and billing maintenance is also
proposed by many researchers. The ANWIRE project
proposes the use of an external third party agent for
maintenance of authentication, authorization and accounting
(AAA) servers [8].
Diameter Attribute Value Paris protocol [12] was built to
extend the existing AAA server deployments for billing and
accounting. Network Intra Operating Agent architecture [24]
capable of managing Intra Network Operators using various
service level agreements (SLA), integrated WLAN,
CDMA2000 and Satellite Networks. However this
architecture lacked scalability and reliability. Charging
Accounting and Billing service built over an Open Service
Interface addresses the users or consumers requirement for a
one stop billing provision [27]-[20].
It is understood that external entities are required to
monitor and provide convergent services obtained from
various network operators to users. The CFA discussed
below is designed to address many issues with respect to
single user node billing, financial transaction security,
distribution transparency, and grievance management from
both the users and the network operators. As the CFA would
provide financial assurance to the network operators and the
user nodes, it has to be monitored or established by local or
global governing bodies such as 3GPP, IEFT, IRTF etc.

III. CONVERGENT FRAMEWORK ARCHITECTURE
4G networks would offer varied services from varied
network operators. Intra Network operator transactions
currently exist while on roaming. To enable complete
convergence where users could select their preferred service
from the preferred network operator and also realize a single
bill concept the CFA is proposed. The CFA consist of 3 main
entities:
1. Convergent Network Operator (CNO)
2. NetWork Operators (NWO)
3. User Nodes or Terminals (UN)
The CNO converge the entire 4G network over an IPv6
core. It is assumed that the CNO is a trusted entity having
service level agreements (SLA) between all the network
operators offering varied services. The CNO is responsible
for the realization of a single bill per UN providing financial
assurance to the NWO for the usage of services it provides.
The NWO is said to embody the following components [3]
1. Access Providers
2. Transport Providers
3. Content Providers
4. Service Providers
It is assumed that the NWO maintains SLA with all its
units and the CFA considers the NWO as a single entity

Fig. 1. 4G Network

664

International Journal of Computer and Electrical Engineering, Vol. 3, No. 5, October 2011

subscription purchased, special pricing offered for the
service ni. The NWO provides the UNI and the information
from the User Management Unit to the CNO. If the UN has
purchased a subscription the information is confirmed by the
CNO after verifying the UN subscription validity details
from its User Management Unit of the CNO. If the UN has no
subscription or has a special price offering from the NWO the
CNO stores the UN’s RFS into the User Management Unit of
the CNO. Based on the UNI information the CFO ascertains
whether the UN is a pre-paid customer or a post-paid
customer. If the UN is under the pre-paid scheme, a Session
Validity Time (SVT) based on the balance is calculated and
provided to the NWO. If the UN is under the post – paid
scheme the User Credit Rating (UCR) is provided to the
NWO. This operation is performed for accounting
transparency. Once the UN credentials are established the
NWO provides the charging function (CF) to the CNO for
accounting and billing. The CF is also updated to the
Converged Charging Function (CCF) maintained by the
CNO. A similar CF notification is sent to the UN for
confirmation
of
charge
acceptance.
Once
the
acknowledgment is received with confirmation, the session is
activated.
B. Service Execution Phase
The session once established with the NWO mi is
monitored by the Session Management Unit. Through the
session established the NWO mi provides the service ni
according to the RFS. The session established for service
execution may abruptly be broken by either the user or due to
network errors. In such case the Session Management Unit
saves the Session Details and provides it to the CNO for
further handoff operations. If the session is terminated
normally the session details are provided to the Accounting
Section of the NWO.
Handover Management is another important and critical
factor considered in the designing of the CFA. The handoff
management unit (HMU) is embedded into the CNO in the
CFA. Once the user credentials are established, and the RFS
can be serviced by the NWO mi, the NWO verifies whether
the session is a new one or is a continuation to a session
services by another NWO. To ascertain the session type the
NWO queries the CNO for the User Session Update (USU).
The CNO verifies with its Accounting Management Unit
whether a Charged Data Record of the UN pi considered exist
for the same service. The CDR are all time stamped and
stored in the accounting management unit of the CNO. If a
CDR of the UN pi for the same service ni exists within a time
interval Δt it could be considered as a possible handoff. The
possibility of the session to be a handoff is conveyed to the
NWO. The NWO sends a message to the UN querying for
Session Restoration or New Session. Once the service
execution of specific session is completed; those service
utilization details are provided to the accounting session.
C. Accounting and Billing Integration Phase
Every completed session has a corresponding CF
associated with it. The CF is established by the NWO and
may vary from operator to operator. The CFA considers the
NWO to provide their independent charging function using
their Charging Framework. The charging of services could be
considered based on one of the following parameters [3]:

offering varied services through its physical distribution
network. The pricing of the services offered by NWO is
independent of the CFA and the dynamics of competitive
pricing is decided by the NWO itself. The NWO just
provides the Charging Function (CF) through a cost matrix.
The CFA provides freedom to the UN to select the varied
services offered by varied NWO. The UN could also obtain
subscriptions from various NWO’s; opt for pre-paid,
post-paid schemes on offer. The UN would get a single bill
for the usage of the services used. The usage of services
similar or dissimilar may be from varied NWO’s. UN
identification is a critical requirement for the realization of
CFA. 4G network users would be identified by their
International Mobile Subscriber Identity (IMSI). It is
assumed that the CFA identifies the UN by their IMEI and
IMSI which are considered unique and the user obtains a
single bill for all the services used on the considered UN.
The CFA provides a fair and transparent business model to
both the consumers with their UN and the NWO’s. This
model could be considered as an open business model and it
would accelerate the provision of enhanced Quality of
Service (QoS). In order to provide better QoS and retain
UN’s the NWO’s would need to enhance their current
technology and service offering propelling technological
development. With this business model we could expect
emergence of better technologies and cumulative business
growth in other allied industries as well.
Basic Operation of the CFA
The Operation of the CFA could be explained in 3 Phases:
A. Session Initialization Phase
B. Service Execution Phase
C. Accounting and Billing Integration Phase
The CFA incorporates the monitoring, billing and
charging functionality based on the sessions created by the
UN. Every session is monitored and the UN obtains a unified
bill based on the session usage. Let M denote a set m
independent network operators and N be a set of n network
services offered. Each network operator Mi{i 1,2…m}
provides some or all of the n services of N. Let P denote the
set of p user nodes availing services from the NWO.
The basic operation of the CFA is explained below:
A. Session Initialization Phase
The UN pi where i {1, 2, 3….p} Request For a Service
(RFS) ni from a NWO mi. The RFS is considered as an event.
An event may vary from making a call, sending a Short
Message Service (SMS), E-Mail access etc. Once the NWO
receives RFS from the UN pi for a service ni The UN’s
location is detected and obtained from the Event Detection
Point (EDP). The NWO ascertains whether it could provide
that specific service ni at that Location Area Code (LAC)
requested by UN pi. This operation to determine the Location
Service (LCS) to map specific service for that respective
location is carried out by the Service Management Unit of the
NWO. If the service could be provided, a session is created.
Every event initiates a session. Every event begins with the
User Node Identification (UNI) information transmission.
The UNI is assumed to consist of the IMEI and IMSI. The
UN interacts with the physical network maintained by the
Interface Management Unit of the NWO. Once the NWO
receives the UNI it checks its User Management Unit for any
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networks like VISA and MASTERCARD networks, where
financial institutions are charged based on the volume of
transactions. This additional charge would be negligible to
the volume of business generated; freedom provided to the
consumers of 4G services and the business opportunities for
NWO’s and allied businesses.
The CFA discussed above provides an entirely new
approach to resolve the issues related to convergent charging
and billing solution yet providing opportunities for overall
business growth.

1. Session Time Based Charging
2. Session Volume Based Charging
3. Session Event Based Charging/ Session Flat
Charging
4. Session Content Based Charging
5. Session QoS based Charging
6. User Subscription or User Credentials based
Charging
Based on the UN pi and the RFS ni the charging function
may vary. The Session Management Unit of the NWO
provides the base units utilized by pi for service ni to be
considered for charging. The base units to be monitored for
the service ni is provided by the Charging Framework of the
NWO. The Session Management Unit of the NWO monitors
the user session and in accordance with the Charging
Framework. The NWO provides the base units or parameters
utilized to be considered for charging of the session. For
example, in a video call, it could be a time based charging
session. The Session Management unit provides the time
units to the Charging Framework where the Charging
Collection Function (CCF) is established containing the units
chargeable, and the per unit price.
The charging Data Record (CDR) which is a product of the
Chargeable Units and the CF per unit is generated in the
Accounting Section of the NWO. The CDR is sent to the
Accounting Management Unit of the CNO. The various
CDR’s obtained by the CNO are used to update the
Converged Usage Function (CUF) matrix. The Accounting
Section of the CNO computes a unified bill by aggregating all
the CDR pertaining to the UN’s. This is considered as the
Accounting and Billing Integration Phase of the CFA
operation.
The security parameters and the protocols for secure
communications are established in the Security Framework
Layers of the CNO and the NWO. The CFA enables a single
bill generation per UN. On receiving payments towards the
usage of services offered or services to be offered, the CNO
distributes the received amount amongst the NWO’s based
on the UN’s usage. All the financial transactions are realized
through the Payment Gateways available with the CNO and
the NWO.
Network Error occurrences or infrastructure malfunctions
cannot be ignored in such a huge converged 4G networks.
Such errors would result in grievances from both the UN’s
and the NWO’s. A Reporting Management Unit is
maintained in the CNO to record all the disparities reported
by the UN’s or the NWO’s. The Reporting Management unit
is responsible for resolution of payment and billing
discrepancies to enable transparent and rewarding business
model for 4G networks. This error management unit although
is very critical but surprisingly not much work has been done
towards providing solutions.
The CNO provides a platform for convergent billing and
availability of various services from varied NWO. To
provide convergence, the CNO maintains its infrastructure
and the cost incurred for such convergence, has not been
discussed. This cost could either be borne by the consumers
like a transaction fee or by the NWO based on the volume of
business generated. For example, in BANKING, it could be
envisioned as the cost towards using financial convergent

IV. CHARGING AND UNIFIED BILLING MODEL
In the CFA the CNO is responsible for generating the
unified bill to UN’s. This is done based on the details of the
CF’s and the service usage details relative to the UN’s
obtained from various network providers. This section would
discuss the approach adopted by the CNO to derive the
unified bill. Let us consider a 4G converged network having
m NWOs and each NWO offering n services and these
services used by p UN’s.
The accounting management unit of the CNO considers
the Converged Charging Function (CCF) and the Converged
Usage Function (CUF) for bill generation represented as

.

Consider the ith NWO maintains CCF[i][1:n] and
CUF[i][1:n][1:p] matrices at its location. Every RFS initiates
a session over which the NWO provides the requested service
and a CDR is generated. For every CDR generated, the NWO
has to update the part of CUF matrix for the usage of
requested service by the UN. Every NWO should also update
the CCF matrix whenever there is any change in the services
or their tariffs.
The Unified Bill for kth user is computed at the CNO level
as follows:
1. CDR for individual services used by the kth user are
given as

2. Unified Bill is given by

3. This approach will also enable the CNO to provide
information on the break-up of unified bill among NWOs.
The UN will get information on how much it has been
charged for all the services used from a NWO. The bill
information for an ith service provider for kth user is given
as:
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Fig. 2. Basic Operation of CFA

V. EXPERIMENTAL STUDY
The realization of the CFA is a complex undertaking
dispersed over a very large converged 4G network. To prove
its functionality, check the feasibility and for better
understanding of functional requirements, a prototype was
developed using C# .Net. The CFA provides convergence
and the UN are billed based on the sessions through which
services are offered. Sessions are initiated by the UN based
on RFS. All the requests are assumed over the IPv6 core. To
accommodate such functionality we have considered service
oriented architectures (SOA) for the implementation of the
prototype. Inter NWO communications and communications
between the NWO and the CNO are implemented using the
remote client server concepts. This application could also be
integrated over a private cloud integrated over IPv6
architecture. Our tested shown in figure 3 consists of 3
Windows 2008 Servers assumed to be NWO1, NWO2 and
NWO3. The CNO too was implemented on a similar server.
The NWO’s and the CNO were connected over an IPv6
infrastructure. The UN requests for a service to a NWO over
the IPv6 core. The validity and the authenticity of the UN are
verified by the NWO and the CNO. Each NWO has a varied
CF for the service it offers.

Fig. 3. Test Bed Setup used for evaluation

The test UN sends an RFS to all the NWO1 in the test bed.
A session is started which sends the RFS from the UN to the
NWO1. The NWO1 initiates a session with the CNO
using .NET Remote session. The NWO1 responds to the RFS
from the test UN. The CFs gets varied for every NWO. The
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requirements to achieve complete convergence.

test UN sends similar RFS to the other NWO. The RFS
patterns are varied and the capability of the CNO to unify and
account to the varied usage of the test UN through NWO1,
NWO2 and NWO3 are studied. All the data transactions
within the CFA are secured through cryptographic means. It
was found that the prototype architecture is highly robust and
network failures induced such as abruptly disconnecting the
UN had minimal effect to the stability and accountability.
The prototype developed was capable of accounting for the
usage of the UN across varied NWO’s. The operation of the
test CFA could be well understood through sequence
diagram shown in Fig 4.
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