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Detection of Sinkhole Attacks for Mobile Nodes
In Heterogeneous Sensor Networks with Mobile
Sinks
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Abstract—Sensor networks consist of large number of nodes
with limited energy, computation and transmission power.
Since these nodes operate in a physically insecure environment,
they are vulnerable to different types of attacks such as
selective forwarding and sinkhole. These attacks can inject
malicious packets by compromising the nodes. Furthermore,
previous work on sensor networks mainly considered
homogeneous sensor networks where all sensor nodes have the
same capabilities. Generally homogeneous sensor networks
have poor performance limits and scalability. Hence, the
network performance can be improved by deploying
heterogeneous sensor networks. However, security mechanism
is not explored for mobile nodes with sink mobility in
heterogeneous sensor network with limited memory against the
above mentioned attacks. In this paper, a secured path
redundancy algorithm is attempted to implement in
heterogeneous sensor networks by incorporating alternate path
scheme in heterogeneous sensor networks with mobile nodes
for mobile sinks to defend against sinkhole attacks. The
simulation results prove that this algorithm has better network
performance in terms of energy consumption, delivery ratio
and delay than that of heterogeneous sensor networks in the
presence of compromised nodes.
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I. INTRODUCTION

Wireless sensor networks are expected to have applications
in many areas, such as military, homeland security,
environmental monitoring and healthcare systems. Most
research work in sensor networks considers homogeneous
sensor networks, where all sensor nodes are modeled to have
the same capabilities in terms of computation,
communication, energy supply, storage, reliability and other
aspects [1]. Security is critical for sensor networks deployed
in hostile environments to defend against attacks. Providing
security and privacy to small sensor nodes is challenging, due
to the limited capabilities of sensor nodes. However, only
few of the routing protocols such as security protocols for
sensor networks (SPINS) and path redundancy based security
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algorithm (PRSA) for wireless sensor networks address the
security mechanism and authentication against the various
attacks [2,3]. Moreover, secured homogeneous sensor
networks suffer from poor fundamental limit and
performance. To achieve better performance, a
heterogeneous sensor network (HSN) model is adopted. The
HSN consists of a few powerful high-end sensors (H-sensors)
and a large number of low-end sensors (L-sensors).
Compared to the L-sensor, the H-sensor has better
computation capability, larger storage and better reliability
[4]. The sensor nodes may be captured by attackers and
reloaded with malicious nodes. Some of the secured routing
protocols of heterogeneous sensor networks can detect the
malicious nodes and deliver the packets to the sink
successfully. But these routing protocols increase the
buffering requirements and delay [5]. In this paper, PRSA is
extended for heterogeneous sensor networks by including
alternate path mechanism and mobility model for nodes and
sinks to protect the nodes from sinkhole attacks in HSN. This
algorithm is simulated by using Glomosim for different
coverage area of 300m>300m and 500m>500m considering
mobile nodes and mobile sinks in heterogeneous sensor
networks against sinkhole attacks.

The remainder of the paper is organized as follows Section
2 describes about the heterogeneous sensor network model.
Section 3 deals with the proposed secured path redundancy
algorithm for heterogeneous sensor network. Simulation
results are discussed in Section 4 to obtain energy
consumption, delay and delivery ratio of the proposed
security scheme and conclusion are drawn in Section 5.

Il. HETEROGENEOUS SENSOR NETWORKS

In the HSN model, H-sensors and L-sensors are randomly
distributed in the field and clusters are formed. The cluster
formation is shown in Fig.1, where L-sensors are the small
squares, H-sensors are large rectangles, and the large square
at the top-right corner is the base station (BS). It is natural to
let powerful H-sensors serve as cluster heads The H-sensors
have more energy supply, longer transmission range, higher
data rate than L-sensors. All the H-sensors form a backbone
in the network. H-sensors use multi-hop communications to
reach the base station (BS) and L-sensors also use multi-hop
communications to reach H-sensors [6].H-sensors provide
many advantages for designing better protocols, algorithms,
and secure schemes in sensor networks. An efficient and
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robust cluster formation scheme with well organized routing
protocol is adopted for HSNs.

Heterogeneous sensor network model

A. Routing in Heterogeneous Sensor Networks

The primary functionality of a wireless sensor network is
to sense the environment and transmit the acquired
information to the BS for further processing. Since sensor
nodes are small and unreliable devices, they are prone to
failures Thus, routing is an essential operation in sensor
networks. A routing protocol should be robust to sensor
failures and be able to find new paths when nodes fail.
Security requirement adds new challenges to routing. Recent
literatures have shown that routing protocols of HSNs can
significantly improve the performance of sensor networks.
The basic idea of routing in HSNs is to let each L-sensor
sends data to its cluster head (an H-sensor). An H-sensor may
aggregate data from multiple L-sensors and removes
redundant data, and then send compressed data to the BS via
the H-sensor backbone. Transmissions in the backbone have
longer range and may use a different frequency than
transmissions among L-sensors. Based on the above two
layer communication architecture, an efficient routing
protocol is implemented for HSNs. This consists of two parts:
routing within a cluster (among L-sensors), and routing
across clusters (among H-sensors) [7]. Each type of routing
of HSN is discussed below.

B. Intra- Cluster Routing

Routing within a cluster (from an L-sensor to its cluster
head) is referred to as intra-cluster routing [7] which is
illustrated in Fig.1. L-sensor sends its location information to
the cluster head (H-sensor) during the cluster formation. The
location of H is broadcasted to all L-sensors in the cluster. All
the L-sensors in a cluster form a tree, rooted at the cluster
head (denoted as H) so that each L-sensor sends packets to its
H-sensor, when it generates packets. If data from nearby
L-sensor nodes are highly correlated, then a minimum
spanning tree (MST) can be adopted to approximate the least
energy consumption case. A centralized algorithm created by
H-sensor can be used to construct an MST. Then H
disseminates the MST structure information to L-sensors, i.e.,

informing each L-sensor which node its parent is. If a data
fusion is conducted at intermediate L-sensors nodes (two
k-bit packets come in, and one k-bit packet goes out after data
fusion), then MST consumes the least total energy in the
cluster. If there is few or no data fusion among L-sensors in
a cluster, a shortest-path tree (SPT) should be used to
approximate the least total energy consumption. Similarly,
the cluster head (H-sensor) can construct an SPT by using a
centralized algorithm and the locations of L-sensors. Since
L-sensors are small, unreliable devices, they may fail over
time. Therefore robust and self-healing routing protocols are
critical for routing among L-sensors. In the above route setup,
each L-sensor may record two or more parent nodes. One
parent node serves as the primary parent, and other parent
nodes serve as backup parents. If the primary parent node
fails, an L-sensor can use a backup parent for data
forwarding. Further each L-sensor records one or more
backup cluster heads during cluster formation. When a
cluster head fails, L-sensors in the cluster send their packets
to a backup cluster head.

C. Inter-Cluster Routing

Routing across clusters (from an H-sensor to the BS) is
referred to as inter-cluster routing which is shown in Fig.1.
After receiving data from L-sensors, cluster heads may
perform data aggregation via the H-sensor backbone. Each
cluster head exchanges location information with neighbor
cluster heads. During route discovery, a cluster head draws a
straight line L between itself and the BS, based on the
locations of the BS and itself which is shown in Fig.1. Line L
intersects with a serial of clusters, and these clusters are
denoted as Cy, Cy,..., Cy, which are referred to as Relay Cells.
The packet is forwarded from the source cluster head to the
BS via cluster heads in the Relay Cells. H-sensors are more
reliable nodes than L-sensors. However, an H-sensor may
also fail because of various reasons, such as harsh
environment, or destroyed by an adversary. If any cluster
head in the Relay Cells is unavailable, then a backup path is
used. A backup path is set up as follows: The current cluster
head (say R1) draws a straight line L  between itself and the
BS, and line L intersects with several cells C'; oo C ko1, C
If the next cell is the cell having the failed cluster head, R1
will use a detoured path to avoid the cell. The sequence cells
C'y..., C" 51, C “will be the new Relay Cell and are used to
forward the packet to the BS.

I1l. SECURED PATH REDUNDANCY ALGORITHM FOR MOBILE
NoDES WITH SINK MOBILITY IN HETEROGENEOUS SENSOR
NETWORKS

This algorithm may be applied for a network with various
numbers of nodes; network capacity and attack type. The
nodes are assumed to be mobile nodes in this network. The
idea behind alternate path redundancy algorithm is to find
secure multiple paths between the source and destination
nodes in the presence of sinkhole attackers. adversary goal of
the sinkhole attacks is to lure nearly all the traffic from a
particular area through a compromised node, creating a
metaphorical sinkhole with the adversary at the centre[8]. A
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sinkhole attack is a type of attack which has more than one
malicious node of attackers makes a compromised node looks
more attractive to surrounding nodes by forging routing
information [9]. The end result is that surrounding nodes will
choose the compromised node as the next node to route the
data through. This is achieved by removing one or more
nodes that is suspected to be an active adversary node from
the routing path. Such nodes are identified by algorithm
using a set of parameters that is usually reflecting the
presence of adversary nodes [3]. The parameters used are
packet 1D, no. of hop counts and delay to reach the
destination. This secured mechanism can defend against
attacks such as sinkhole attacks.

Further more, sink mobility brings new challenges to data
dissemination in large sensor networks. Sink mobility
suggests that information about each mobile sink’s location
be continuously propagated throughout the sensor field in
order to keep all sensor nodes is informed about the direction
of forwarding future data reports. Unfortunately, frequent
location updates from multiple sinks can lead to both
excessive drain of sensors’ limited battery supply and
increased collisions in wireless transmissions [10]. To avoid
these limitations, the same secured path redundancy
algorithm for HSN approach is extended for mobile sinks
which consumes less energy, better delay and efficient data
delivery to more than one mobile sinks.
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IV. SIMULATION RESULTS

The secured path redundancy algorithm for mobile nodes
with sink mobility in heterogeneous sensor network is
simulated for two different coverage areas (300m>300m,
500m>500m) by varying the number of nodes from 25 to 500
nodes with 10 to 50 numbers of malicious nodes in
Glomosim. The number of mobile sinks ranges from 1 to 6.
The mobility model used for nodes and sink mobility in the
simulation is random way point. The energy consumption,
deliveryratio and delay are calculated for various numbers of
nodes with two different coverage areas such as 300m>300m,
500m>500m having different values of malicious nodes (10
to 50). The parameters used in this simulation are given in
Table.1.

TABLE.1 SIMULATION PARAMETERS

Simulation parameters Values

Number of nodes 25 to 500
Geographical area(m?) 300>300,500>600
Packet Size(bytes) 64

Traffic Type CBR
Number of malicious nodes 10to 50
Number of mobile sinks 1to6

Mobility model Random way point

Simulation time(s) 600

A. Energy Consumption
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The simulation results shown in Fig.3 (a) and Fig.3 (b)
prove that there is a significant reduction in the energy
consumption of secured heterogeneous sensor networks by
increasing the numbers of nodes for different coverage area
and different values of malicious nodes. Fig.3(c) shows that
there is increment in the energy consumption of secured
heterogeneous sensor networks for mobile nodes compared to
that of secured heterogeneous sensor networks having fixed
nodes in the presence of attackers. When the number of nodes
increases, the energy consumption of secured heterogeneous
sensor networks reduces from 57% to 81.5% compared to
heterogeneous sensor networks of malicious node 30 with the
coverage area of 300m>300m. Fig.3 (d) and Fig .3(e)
illustrate that when the number of mobile sinks increases,
energy consumption of heterogeneous sensor networks
reduces for different coverage areas. Even if the number of
malicious nodes and coverage area increases, the energy
consumption of secured network reduces by 49% to 67% with
respect to heterogeneous sensor networks. Energy
consumption of secured heterogeneous sensor networks is
lesser than heterogeneous sensor networks for fixed and
mobile nodes because nodes involve alternate shortest path
and less number of broken paths by using H-sensors even in
the presence of malicious nodes.
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(e).Energy consumption Vs number of mobile sinks for coverage area
500m>500m

B. Delay

The delay graph is illustrated in Fig.4 (a) and Fig.4 (b)
considering fixed L-sensor nodes for different coverage areas
with 30 and 50 malicious nodes. The graphs prove that
secured path redundancy algorithm for heterogeneous sensor
network of fixed nodes is lower than that of heterogeneous
sensor network by 50% to 55% in case of 30 malicious nodes
for network coverage area of 300m>300m. The secured path
redundancy algorithm for heterogeneous sensor networks of
mobile nodes is also lesser than the secured heterogeneous
sensor networks of fixed nodes which is shown in Fig.4(c)
and Fig.4 (d). Fig.4 (e) shows that there is reduction in delay
of secured heterogeneous network than that of heterogeneous
sensor networks considering mobile nodes and sink mobility
for different network area of 300m>300m and 500m>&00m.
Since packets of secured path redundancy algorithm for
heterogeneous sensor network use a secured path which
require less hop count and delay to reach the mobile sinks
from tge source even in the presence of malicious nodes.
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C. Delivery Ratio

Delivery ratio of secured path redundancy algorithm for
heterogeneous sensor networks is higher than heterogeneous
sensor networks which is shown in Fig.5 (a) and Fig.5 (b). for
different values of malicious nodes and different coverage
area. In Fig.5(c), the delivery ratio of secured path
redundancy algorithm of heterogeneous sensor networks of
mobile nodes is higher than that of heterogeneous sensor
network for fixed nodes in the presence of malicious nodes by
6%-10%. Fig.5(d) illustrates that secured HSN delivers more
numbers of packets from the source to more than one mobile
sinks successfully compared to that of heterogeneous sensor

networks even in the existence of compromised nodes. The
fact is that secured HSNs packets require less number of hops
from the L-sensors to the cluster head than HSN. Moreover,
the packet loss is reduced due to secured path from source to
sink in secured heterogeneous sensor network.
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D. Defending against sinkhole attacks

The performance parameters such as energy and delay are
improved by implementing this path redundancy algorithm
in hetrogeneous sensor networks to secure these networks
from sinkhole attacks for different coverage areas
(300m>300m and 500m>500m). Fig.6(a) and Fig.6(c) depict
the energy of various number of nodes for different values of
malicious nodes with different coverage area scenarios.
Eventhough there is an increment in the value of energy for
higher number of malicious nodes, but there is reduction in
energy when the number of mobile nodes increase by using
secured path redundancy algorithm for heterogeneous sensor
networks to shield against sinkhole attacks. Fig.6(b) and
Fig.6(d) show the comparison of delay with respect to the
number of mobile nodes for various number of malicious
nodes considering coverage area of 300m>300m and 500m x
500m. Though the delay increases with respect to the number
of nodes shown in Fig.6 (b) and Fig.6 (d), this algorithm for
heterogeneous sensor networks is used to transmit the
packets to the sink successfully in the presence of attackers.
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V. CONCLUSION

The secured path redundancy algorithm for heterogeneous
sensor networks is simulated by varying the number of nodes
from 100 to 500 considering fixed and mobile nodes. The two
different (300 m > 300 m, 500m>500m) coverage area
scenarios are also considered in the simulation for various
numbers of malicious nodes (30 and 50) with mobile sinks (1
to 6). The simulation results prove that secured path
redundancy algorithm with sink mobility in heterogeneous
sensor networks has better network performance than that of
heterogeneous sensor networks of fixed and mobile nodes .
The reduction in the energy consumption is achieved by
using this algorithm compared to that of heterogeneous
sensor networks. The results also demonstrate that the
delivery ratio and end to end delay of secured heterogeneous
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sensor network for mobile nodes having mobile sinks is
better than the heterogeneous sensor network. The improved
performance of this algorithm is due to the usage of a secured
alternate path which involves less number of broken paths,
hop count and less packet loss to reach the destination node.
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